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21st Century Healthcare 

What	
  is	
  the	
  influence	
  of	
  
gene0cs,	
  environment?	
  

What	
  therapies	
  work	
  best	
  for	
  
individual	
  pa0ents?	
  



Patient-Centered Outcomes Research 

•  Genome 
–  Arrays, sequencing 

•  Phenome 
–  Personal monitoring 

•  Blood pressure, glucose 
–  Personal Health Records 
–  Behavior monitoring 

•  Adherence to medication, exercise 

•  Environment 
–  Air sensors, food quality 
–  Location  

 

Source: DOE 



Personalized Medicine 

Requirement for Handling Big PHI Data 
 - Secure Electronic Environment 

•  Electronic Health Records 
•  Genetic Data 

 

Prevention, Diagnosis and Therapy 
–  Genetic predisposition 
–  Biomarkers 
–  Pharmacogenomics 



Practical Risk Assessment by Clinicians 



Hudson KL. N Engl J Med 2011;365:1033-1041. 

Examples of Drugs with Genetic Information in Their Labels 

Hudson KL. N Engl J Med 2011 



This patient has genotype 
 VKORC1 GG and CYP2C9 *1*1 

 
Start Warfarin at 5 -7 mg   

Needed Decision Support for Clinicians 



How can we accelerate research? 

•  Build infrastructure to access large data 
repositories  
–  Enhance policy and technological solutions to the 

problem of individual and institutional privacy 
–  Lower the barriers to share data 
 

•  Share tools to analyze the data 
–  Meta-data: data harmonization and annotation  
–  Algorithms and computational facilities 
 

 



Best	
  Prac>ces	
  and	
  Minimal	
  Standards	
  	
  

Systema0c	
  Reviews	
  
(3,057	
  documents)	
  
•  Architectures	
  
•  Data	
  harmoniza0on	
  
•  Governance	
  
•  Privacy	
  protec0on	
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Some	
  examples	
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User requests data  for 
Quality Improvement 

or Research Are the data 
available? 

• Identity & Trust 
Management 
 
• Policy 
enforcement 

Trusted 
Broker(s) 

Healthcare Entities 
AHRQ R01HS19913 / EDM forum  

QI and Clinical Research Data Networks 

•  Scalable	
  networks	
  for	
  
compara0ve	
  
effec0veness	
  research	
  

•  Re-­‐usable	
  
infrastructures	
  to	
  
lower	
  barriers	
  to	
  add	
  
–  Policies	
  
–  Studies	
  
–  Ins0tu0ons	
  



Example: UC ReX - Research eXchange 

•  Current	
  plans:	
  Integra0on	
  of	
  Clinical	
  Data	
  
Warehouses	
  from	
  5	
  Medical	
  Centers	
  and	
  
affiliated	
  ins0tu0ons	
  (>10	
  million	
  
pa0ents)	
  
–  Aggregate	
  and	
  individual-­‐level	
  pa0ent	
  data	
  

will	
  be	
  accessible	
  according	
  to	
  data	
  use	
  
agreements	
  and	
  IRB	
  approval	
  

	
  
•  Future	
  plans:	
  Integra0on	
  with	
  clinical	
  trial	
  

management	
  systems,	
  biorepositories	
  Funded by the UC Office of the 
President to the CTSAs 



Privacy	
  Protec>on	
  

– Use	
  of	
  clinical,	
  experimental,	
  and	
  gene0c	
  data	
  for	
  
research	
  	
  

•  not	
  primarily	
  for	
  clinical	
  prac0ce	
  (i.e.,	
  not	
  for	
  health	
  care)	
  
•  not	
  primarily	
  for	
  quality	
  improvement	
  (i.e.,	
  not	
  for	
  IRB	
  
exempt	
  ac0vi0es	
  –	
  regulatory	
  ethics	
  commiZee)	
  

	
  
– Data	
  networks	
  must	
  host	
  and	
  disseminate	
  data	
  
according	
  to	
  

•  Federal	
  and	
  state	
  rules	
  and	
  regula0ons	
  
•  Data	
  owner	
  (e.g.,	
  ins0tu0onal)	
  requirements	
  
•  Consents	
  from	
  individuals	
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User requests data  for 
Quality Improvement 

or Research 
Are the data 
accessible? 

• Identity & Trust 
Management 
 
• Policy 
enforcement 

Trusted 
Broker(s) 

Security Entity 

AHRQ R01HS19913 / EDM forum  

QI and Clinical Research Data Networks 

Wu Y et al. Grid Binary LOgistic REgression 
(GLORE): Building Shared Models Without Sharing 
Data. JAMIA 2012  

Diverse Healthcare 
Entities 

in 3 different states 
(federal, state, private) 



Summary	
  of	
  recommenda>ons	
  

•  Data	
  Harmoniza0on	
  
–  Common	
  data	
  model	
  
– Meta-­‐data	
  

	
  
•  Privacy	
  

–  Access	
  controls,	
  audits	
  
–  Encryp0on	
  
–  Assess	
  risk	
  of	
  re-­‐
iden0fica0on	
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•  Architectures	
  
–  Distributed	
  
–  Centralized	
  
	
  
	
  



Models	
  for	
  Data	
  Sharing	
  
	
  

	
  	
  	
  	
  	
  	
  	
  
• Cloud	
  Storage:	
  data	
  exported	
  for	
  
computa0on	
  elsewhere	
  

– Users	
  download	
  data	
  from	
  the	
  cloud	
  

• Cloud	
  Compute	
  and	
  Virtualiza0on:	
  
computa0on	
  goes	
  to	
  the	
  data	
  

– Users	
  query	
  data	
  in	
  the	
  cloud	
  
– Users	
  upload	
  algorithms	
  to	
  the	
  cloud	
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iDASH 



Shared	
  Services	
  and	
  Infrastructure	
  

7/2/12	
  

SaaS	
  

PaaS	
  

IaaS	
  
Operators,   

Developers, Collaborators 

Researchers, Developers 
Collaborators 

Healthcare professionals, 
End-user services 

•  So_ware	
  as	
  a	
  Service	
  
•  Pla`orm	
  	
  
•  Infrastructure	
  
	
  
•  Security	
  &	
  Policies	
  
•  Scalability	
  &	
  Reliability	
  
•  Flexibility	
  &	
  Extensibility	
  Frame/Infrastructure 

Body/Platform 

Business/Service 



Research data from several institutions: 
Clinical & genomic data hosting in a HIPAA compliant facility 

•  315TB	
  Cloud	
  and	
  project	
  
storage	
  for	
  100s	
  of	
  virtual	
  
servers	
  

•  54TB	
  high-­‐speed	
  database	
  
and	
  system	
  storage;	
  high-­‐
performance	
  parallel	
  
databases	
  

•  10Gb	
  redundant	
  network	
  
environment;	
  firewall	
  and	
  
IDS	
  to	
  address	
  HIPAA	
  
requirements	
  

•  Mul0ple-­‐site	
  encrypted	
  
storage	
  of	
  cri0cal	
  data	
  

Shared	
  Infrastructure	
  



Summary	
  of	
  recommenda>ons	
  

•  Data	
  Harmoniza0on	
  
–  Common	
  data	
  model	
  
– Meta-­‐data	
  

	
  
•  Privacy	
  

–  Access	
  controls,	
  audits	
  
–  Encryp0on	
  
–  Assess	
  risk	
  of	
  re-­‐
iden0fica0on	
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•  Architectures	
  
–  Distributed	
  
–  Centralized	
  
	
  

•  Governing	
  body	
  
–  Data	
  use	
  agreements	
  
–  Policy	
  for	
  IP	
  
–  Consent	
  
–  Include	
  stakeholders	
  
	
  



Informed 
Consent 

Management 
System 

 
Do I wish to 

disclose data D 
to U? 

Information 
Exchange 
Registry 

User U requests Data 
D on individual I for 

Quality Improvement 
or Research 

Are the data 
available? 

Yes 
No 

Yes 

No 

Preferences 

Inspection 

• Identity 
Management 
 
• Trust 
Management 

Home 

Trusted 
Broker(s) 

 Patient I 

Security Entity 

Healthcare Entity 

Privacy Registry 

I can check who 
or which entity 

looked (wanted to 
look) at the data 
for what reasons 

AHRQ R01HS19913 / EDM forum NIH U54HL10846  

 

Patient-Centered Data Sharing 


